
 
 

                                      

Cyber Security Awareness Tips 
 
 

Do's  Don'ts  
Use strong passwords: Create 
complex passwords, combining 
uppercase and lowercase letters, 
numbers, and symbols. 

Do Not Follow Links: Always type in 
the website address (URL) to access 
website. Never click on a link from an 
e-mail / message you get. 

Enable two-factor authentication 
(2FA): This extra layer of security 
adds an additional verification step. 

Don't click on suspicious links: Be 
cautious of emails, SMS messages, or 
pop-ups that ask you to click on links 
or download attachments. 

Keep software updated: Regularly 
update your operating system, 
antivirus software, browser and apps 
to protect against the latest threats. 

Don't write down passwords: Never 
write down your passwords or store 
them anywhere. 

Be cautious of phishing attempts: 
Be cautious of suspicious emails, SMS 
messages, or calls asking for 
personal or financial information. 

Don't respond to unsolicited 
requests: Ignore unsolicited calls, 
emails, or text messages asking for 
your personal or financial 
information. 

Review your accounts regularly: 
Check your bank statements and 
online accounts for any unauthorized 
transactions. 

Don't fall for fake websites: Be 
careful when entering your bank 
account information online. Verify 
that you are on the correct website 
before proceeding. 

Use secure Wi-Fi networks: Avoid 
using public Wi-Fi for online 
transactions. 

Don't overshare on social media: 
Do not share personal information on 
social media, as it can be used by 
scammers. 

Shred sensitive documents: 
Properly dispose of bank statements, 
card slips / receipts, and other 
sensitive documents. 

Don't reuse passwords: Create 
unique passwords for each of your 
online accounts to protect yourself 
from account takeover. 

Look for the https and lock 
icon: Always look for the https and 
"lock" icon in your browser for 
website address / URL. 

Don't leave your device unattended, 
even for a few minutes. 




